+AnbAaHc bakan

bakan ona AHpekc 360.
Pe3epBHOE KONMpOBaHME KOPNopaTUBHbIX AaHHbIX

Pe3epBHOe KOnMpoBaHue S3-coBMecTMOE XpaHunnuuie [paHynAapHoe BocCcTaHOB/EHUE




[ToueMy +AnbaHc bakan?

4 )
CraHpapTHbIN AHpekc 360 Tpe6oBaHna 6u3Heca
BCTpoeHHbIe BO3MO>XXHOCTUN Ko pnopaTtneH bIV CTaHOapT 3alnThbl
‘ HeT pe3epBHOro KONUPoOBaHUA ‘ MonHoe pe3epBHOE KONUPOBaHUE
MouTa, Ouck, KaneHgapb 1 KOHTaKTbl HE KONMMPYHOTCA aBTOMaTUYeCKM Bce kntoueBble cepBMCbl — NoyTa, AN CK, KaneHaapb, 3a4a4mn U KOHTaKTbl

JaHHble yBONEHHOro COTPYAHUKA YyTepAHbl

Mocne yaaneHnAa akkayHTa MCTOPMA BOCCTAaHOBMEHU O HE MOANTEXUT

Coxpa HHOCTb AaHHbIX COTPYAHUKOB

McTopuanepenucku u dannibl 4OCTYMN Hbl A aXKe Nocne YBObHEHNs

ToueuHoe BoccTaHOB/NEHME 06bEKTOB

MucbMo, dann nnm cobbiTne — GbICTPbIN BO3BpaT 6€3 TULLH WX onepaumi

Het rpaHyniapHoOro BocctaHoBneHuA

HeB0O3MO0>KHO BEPHYTb KOHKP ETHOE MU CbMO, G ann unu cobbiTne

Het UeHTpann3oBaHHOIO ynpaBieHna

Monutmku pesepsrpoBaHUA AN BCEM OpraHn3aumm He NoAAepXXKnBatoTca

LUeHTpanusoBaHHble nonutuku b
EnvHoe ynpaBneHve pesepBupoBaHueM 41 BCEV opraHM3aumm
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Kakne cepBUCHI?

W

31

MouTa Ounck KaneHpapb
MNepenucka, KopnopaTrBHbie dpannsi, BcTtpeun, cobbitus,
BNOXKEHWSA, Mankn n o6Lme nanku u obLL e ANCKK HamnoMuHaHus

obLime AWmMKn

3apgaumn KoHTaKTbI

npoeKTHbIe TPEKN N CTaTyChbl A,U,peCHbIe KHUTU COTPYAHUKOB

Tpekep

npoeKTbI, 3ajayun un
coBMeCTHaA pa60Ta KOMaHpn

O [aHHble xpaHATcA B BalleM S3-XxpaHWIuLL,e — Bbl KOHTPOMpPYeTe A0 CTYN M reo/loKau Mo AaHHbIX




ApPXUTEKTYpa cepBUca

Anpekc 360 ana busHeca

¥ Mouta
Kanengapwu
KoHTaKTbI
& [Onck
& 06uwme AMCKM
W 06uwue noytoBblE ANKKU

@ 3apaum

. Tpekep

ALMWHUCTPATOP HacTpansaeT
noakntoyeHue K AHgekc 360 B
KOHCONU

D LTI LT TP PP R

Besonacroe
coeppHenme
(HTTPS / TLS)

KoHconb nonyyaet nepeyeHb
pecypcoB: noyTa, KaneHaapu,
[VCKM, NoNb30BaTENN

bakan AHpekc 360

g KoHconb ynpasnenus

MaHenb A4MUHUCTPUPOBAHUA CepBUCa

co MoarntoueHve K AHgekc 360
OAuth 2.0 / finaekc ID

YnpaBieHue 334a4amMm KOnmMpoBaHUsA

PBCHMCEHVIQ, NONUTUKMWN, CTATYCbl

Bbl6op M HacTpoiKa XpaHuAunLwa

MogkntoveHue S3, napameTpbl

MOHVITOpVIHF N OTHETbI

Jlorn, otyeTbl, yseaomaeHma

T2 CepBuC pe3epBHOro KONMMpoBaHWA 1

BOCCTaHOB/EHUA
WN3Bnekaet gaHHble U3 AHdekc 360 u nepeaaeT ux B

S3, NpY BOCCTaHOB/IEHMU — B 0BPATHYO CTOPOHY

MoTok pa6oTbl

Cuctema u3BneKaeT JaHHble U3
Anaekc 360 u popmupyet
pesepBHble Konuu

S3API
(HTTPS / TLS)

Konwusa 3arpyxaertca s S3 Mo
3aLMLIEHHOMY KaHany

XpaHunuuwe S3
@ S3 Bucket

CTpYKTypa XpaHeHua

3 backup/

mail/
calendars/
contacts/
disk/personal/
disk/shared/

tracker/

ocoooobD

[aHHble xpaHaTca B S3 [locTynHble
[ANA BOCCTAHOB/IEHUA U BbITPY3KMN



CueHapumu

Tpu peanbHbIX cLLeHapus, B KOTOPbIX «+AnbAHC Bakan» 3KoHOMUT 613Hecy BpeMA 1 AeHbIU.

= CnyuanHoe yganeHue ¢panna
Wnu NnucbMa

ATaka wnu cébomn

YBOo/IbHEHME COTPYAHMKA [l]]

Bez 63kana Bes 6akana Bes 6akana

[aHHble 1 Nepenucka yTepsaHbl Npu BoccTtaHoBMEeHVE HEBO3MOXHO MOCe OcTtaHoBKa 6U3Hec-NpoLeccoB, NoTepu oT
yAaneHum akkayHTa BbIX0/4a 3a Nepunoa KOp3uHbl npocros

C 6akanom C 63akanom C 63kanoM

MonHaa ncTopua BocCTaHaBNMBaETCA 3a MpaHynApHoOe BOCCTaHOBEHWNE BbicTpoe BoccTaHOBEHME [0 UMCTOMN

MUMHYTHI KOHKPETHOro obbekTa TOYKN




HTepdenc un
agMUHUCTPUPOBaAHME

VnpaBneHl/le cepBnCOM M MNOMb30BaTENAMA
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+ITA£EIE\:|VE MogxntoyeHune VYnpaenerue HacTpoitku AOMWUHUCTPUPOBAHKWE Momouwb Axpewxc 360
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Q Nomck... ? A amﬁo 16 oA 2026 r. 8 16:50 MCK ® Bce cucTemul pabotaloT & AES-256-GCM
pa
PE3EPEHLIE KONUK 8 NOAL30OBATEAM o OBLEM JAHHLIX = NOCNEAHAR KONKA ®
B agmuus — 20.02.2026, 08:00:... > 11 2 25 774 B 105
S Nonsaoearens 1 > AH
+0 33 Hegemio 7 ota -4 HeawT - 12 nuy +0 b 33 mecay agMuHbBL
2 Nonsaoearens 2 >
B9 Nowra(142) > AKTUEHOCTb PE3EPEHOMD KOMWPOBAHWA 24y 7o 30a Pacnpegenenne no cepeucam
3am, ! i - C 3 HEel E 3 HeW [
a Kanemaaps (4) > 3anycku KOMNWA - nocnearue 30 gHel O6wem 3a nocnegrve 30 gueid (M)
® [oyTta ore  0.0%
D KoHtakTe >
B diff —12.02.2026,12:01:09 > ® luck Ore 00%
@ diff — 07.02.2026, 07:15:00 > ® Kanengapb 0re 0.0%
@ diff — 31.01.2026, 07:15:00 > ® 3agaum 0rg 0.0%

HeT gaHHbIX 338 Nnepvog

(). O ® HoHTaHTRI ore  0.0%

® Dbwme guckn ore 0.0%
2 Monssoeatenm
E’ MNoAuTUKKM KONWpOBAHKA
D Wctopua .
P Nocneanue kKonum Ton no o6bémy
. 20 onepawui - nocneaHke 3aseplléHHbie aMbIE KpYNHBIE - HArpy3Ka Ha 53
T Mwurpauma
1 NMonesosatens 1 823 MB
SAMMWHI "
SR R 85:08 ® SENIE nocnEnHWA
B 06wwme gucky Diff - 2 o6wexTOB
T Apxuexse 0800 @ 3FAMVHEI -OME
Diff - 2 oBnexToR
0 HKopzauua
Bg:e0 @ OAMUHEl -OME
Diff - 2 o6vexToR
l: CraTnucTuka
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B 3anyctute KonupoeaHue <—




+Aﬂb9|HC MogxntoyeHune VYnpaenerue HacTpoitku AgMUHUCTPUpOBaHWE Momous Angerc 360

IT-KOMNAHWA

Q nNouck... a
va Monb3zoBaTenn
25 y4ETHBIX 3an1cei - 12 nMueH3npoeaHo - 7 oT4enoe
B agmuus — 20.02.2026, 08:00:... >
o BCErO NHUUEHZUPOBAHEI EE3 IMLEHINK 3AGNOHUPOBAHEI
2 Monszosatens 1 >
2 Nonsaoearens 2 > 25 12 1 o
BCE CTATyCh 48% noxpeiTe HeT bakanoe HE aKTHEHEI
BHE  Noura(152) b3
B9 Hanewgape (4) > )
Q Mowck no umenn nan e-mail... Y Orgen:Bee v Y CratycBee v
D KoHtakTe >
B diff —12.02.2026,12:01:09 >
noNbL30BATENDL oTAEN CTATYC NOCNEAHAR KONWA
B diff — 07.02.2026, 07:15:00 >
@ diff — 31.01.2026, 07:15:00 > Monw3oeatens 1
T B . v
NouTa ‘L2 COTPYAHMKK * [lvueH3vpoBaH - ba3oebiA
() O () MNonezoeatens 2 .
= MouTa Bre coTpyaHuki ® [lueHavposaH - PaciumpeHHbIn 15.06.2026 12:30:00
@ MAawdopa . 3
ons30Bartens .
AA Mouta AOMUHUCTPAUNA * [luueHaMposaH - PaclumpeHHbIA 03.03.202613:00:00
2\ Monkzosarenu
ey MNonezoeatens 4
8 MNonauTukW KONUpOBAHMA WA fioura Bre coTpyaHUKK ® [luuenzuposaH - Gasoawi 15.06.2026 12:30:00
9  Wcropmua
Monkzoeatens 5
] - Bce cotpyaHmnkm ® [luLeHIMpoBEH - PACIIMPEHHBIR
A ouTa
T Mwurpauma
6 P MNonezoeatens 6
& 06wme auckm MA Nora Bce cotpygmmkm ® [luuexznposan - Paclumpernsii 15.06.2026 12:30:00
T Apxuexse
MNonkzoeatens 7 -
=l Mouta Bce coTpyaHmkm ® [IMueHIMPOBEH - PACIUMpeHHEIR 15.06.2026 12:30:00
0 HKopzauua
L Cratuctuka oA Nonk3osatens 8 Bce COTPYAHUKK ® [luuenanposaH - PaclumpeHHsii 15.06.2026 12:30:00

MNouta

B 3anycrtuTe KonupoeaHwe

8 88806 AB 0B B e

YO ANEHEI

12

apxue 30 gHen
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a CHMHXpOHM3WpoBaTe C Angexc 360
=] B B ]
AHCHK HANEHOAPH JA0AHH KOHTAKThI
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8
8

8
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IT-KOMNAHWA

Q nNouck... a
va MonanTukm KonupoBaHusa
+ Co3gars NONMTHKY
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B agmuiwm — 20.02.2026, 08:00:... >
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2 Nonsaoearens 2 > = test u 307+*1 c a4MWHBI
" Perynapueie konuw - nocn: 15.06.2026 12:30:00 - OK MNpumerena k 1 nonk30BaTENAM OTAENE «ALMMHWCTPALKMAD
B nNoura(142) >
B9 Hanewgape (4) > 3 B u 08**12345 1 HA3BAHWE
PerynapHeie konuu - nocn: 19.03.2026 13:00:00 - OK
D KoHtakTe > 20MMHBI
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B  MonuTukk KonupoeaHuA
D AgMUHUCTPaULWA 3 v
9  Wcropmua
() Npopammn 1 v
T Mwurpauma
() Npopawmmn 2 1~

B 06wme guckm

T Apxuexse
0 HKopzauua
l: CraTnucTuka
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e <

B 3anyctute Konupoeaxue
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IT-KOMOAHWA
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T

=

b
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|

Murpaumna

CraTnucTuka

1 3anycTUTe KONWPOBaHW

WcTopua onepauuii

20 zanucei - nokasano 20

Q 1D onepauuu, HazeaHue, e-mail...

ONEPALMA

T Restore from local backup
Becl6d2b

B Manual

B4426Fde

S Migration

deddgelf

B Manual

dedigedd

5 Migration

e3dd258c

B Manual

B Archive

626626

MogxntoyeHune VYnpaenerue HacTpoitku AOMWUHUCTPUPOBAHKWE
Cepauc: Bce v Tun: Bce v Cratyc: Bce v
CEPBHC THN
* [ouTta
* Mk Boccran.
® HOHTaKTh
® [louyTa
® [k Diff
* Hanengapb
® Murpauua
Avrpauma
® [loyTa
® Nuck Diff
® Hanengapb
* Murpauua
Murpauma
® [louyTa
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* Kanengapb YoaneHwe
® HoHTaKThl
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.
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3aBepwéH
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3amepwéx

Owwmbra
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Angexkc 360

KOorga

14:34

12:13

13:48

13:17

89:18

12:48

16:17
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OBbEM

161.1 rb

44.6 mb
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728 mb
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576 b

* IapepluéH Boccran.

Restore from local backup
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B @HO)‘H:EDBETE)‘II: _G]_

20 3asepweHo

O

100% - 6757 / 6757

JanyuweHo 8 14:34 - 5SB34 4 23m

1D onepawum
Tun

Cepanc
WucdpoeaHme
WHuuwaTop
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CTATHCTHHA 3AL0AY

68febc23ad2ccBBdBeslod2b
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IT-KOMNAHWA

Q nNouck... AT
B agmuus — 20.02.2026, 08:00:... >
S Nonsaoearens 1 >
2 Nonsaoearens 2 >
B Noura(152) b3
B9 Hanewgape (4) >
D KoHtakTe >
B diff —12.02.2026,12:01:09 >
B diff — 07.02.2026, 07:15:00 >
@ diff — 31.01.2026, 07:15:00 >

@ MAawdopa

2 Monssoeatenm

E MNoAuTUKKM KONWpOBAHKA
9  Wcropmua

B  06wme gUCKM
T Apxuexse

0 HKopzauua

L CraTnucTuka

B 3anycrtuTe KonupoeaHwe

MoaknoueHune VYnpaenerue HacTpoitku AOMWUHUCTPUPOBAHKWE MomoLb Angexkc 360
VNPABMEHWE - MUrPALIAA - HOEGLIA MEPEHOC
MNepeHoc gaHHbIX U3 pe3epBHON KONUKU
.
D'rkyp.a 6paﬂ: HOMUKD - BLINOJHEHD
BuifepuTe CylLecTeyOLYID PE3ENBHYID KOMWUID U3 MCTOPUM WK 3arpy3MTe NoKankHeIi apxue (.zip / .pst).
M3 CYILECTBYIOWMNX NOKANLHARA KOMUA
‘ 16.06.202615:48:41 Manual e X 4 Nepetawmre dain unm HaxmmuTe YToBLI BLIBPaTE
5, 4 s
YbM AaHHbIE NEPEHOCUM - BLINOIHEHD
MNonL30BaTENL-UCTOUHUK U3 BLIBPAHHOR KoMMK. MOMHO NepeHecT TONLKO 0AHOM0 NONL30BATENA 3a OAMH 3aNyCK.
MOAL3IOBATENL-UCTOUHMK
‘ Mowra Nonb3osaTens v
YTO MMEHHO NepPeHOCUTL : BLiNanHEHD
OTMETLTE CEPBMCHI, 4bK AaHHLIE HYMHO BOCCTAHOBUTL. 0B bEMBI PACCHYMTaHLI HE OCHOBE COAEPHMMOr0 KOMHK.
= (] = O & O (] @ O
MNouta Nuck KaneHgapb 3anauun HoHTakTel
INeKTPOHHEA NOYTa DaANe ¥ 4OKYMEHTI Kanengape v cobuiTHA Jagaun HKoHTaKTh

Kyaa BoccTaHaBnuBaTh

Lleneeoi NnonNL20BaTENL W, ONUMOHANLHO, HOpHEBAA Nanka. 0BbMHO NepeHoc Aena0T B HOBYH YYETHYIO 2aNMCk TOMD e COTPYOHUKA.

LENEEDA NONbI0OBATEND NANKA HAZHAYEHWA

BuiGepuTte nons3osaTtenn / Apxue/CTapans nouta/2025

]

= @ Nons3oeaTens ﬂl

CEOAKA MUTPALMHH

3anoNHWTE OCTABLWMECA LUAMW, YTOBEI
YBHUAETE OLEHKY

3anycTuTe MUrpauuio >

CoxpaHWTh KaK YEPHOBKWK

Murpauma BmnonHAeTCA B done. Lenesor
NONL30BATENL MOMET NPOAONKATE saﬁ'nTy
AdHHBIE NOABNAKTCA N0 Mepe nepeHoca, bBe3

G.WD-HHJDB-{H AlWKE.
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® HOHTaKTh!
oD WcTopua 3agauu
1l 1 . T Archive ® HOHTaKTL .
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lz.' OTKpoITE Baxkan
& Archive MNonb3oeaTens ® Mouta
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efee11df 1
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B8 3anycTHTL KONWpoBaHKe Monezosatens & 7 mec. 10.03.25 6
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T Apxueuse

0 HKopzauua

B 3anyctuts Konupoeanne

MoaknoueHune

CratucTtuka

AHINUTKKE W TPEHALI pE3EpEHO0 KONWPOBaHKWA 2a BCE BpemMA

JANYCKOB KOMNKIA
oifBoK U3 ZEIMLW w

O6aop AKTUBHOCTE D6wexThI MporHoz Yandex 360

Tennoeana KapTa 3anycsoB

AKTWBHOCTE KONWIA MO YaCaM M HAM HeAEeNH - BelBpaHHbLIi nepuog

0:00 300

MH

Cp

b

VYnpaenerue HacTpoiiku AOMWUHUCTPUPOBAHKWE Momouwb Angerc 360 -0:-

B csv B HaL
OEBLEM JAHHBIX YCMNEWHOCTE CPEAHEE BPEMA KONMNHK
0.87b 100.09 - 10252m 3c
CoBokynHEIN 0BLEN HONMA oluboK no 96 onegauxam
MeHbLlWwe
600 9:00 12:00 15:00 18:00 21:00

@ Nons3oeaTens

Bcé spemna

B B Gonewe




+AnbsiHC

IT-KOMNAHWA

O nNpaea goctyna B Nuuenzum
ApXUBHbLIA 1 1},50
B ao14.01.2027 Gaxanoe
N
& Auex B Nouta [ Kanewpape 95 3apaun 2% Howrawtw (D) Vaanewwe ayGaneatos
& Crasneanve [E Murpauwa  TF Apxue

Q [oMCK ND MMEHM, NONLIOEATEMD MAK email...

Bce coTpyaHuKmM
20 coTpyaHWKOE

>

AgMUHKUCTpaUKWA
3 COTpYAHWHKOE

Mpogan
1 coTpyaHWKOB

Mone3oeaTtens
Mouta

zh

N Mpogamn 2

1 coTpyaHuKoB

Nonutuka KDHq)H,U,EH UHMBNBHOCTHK YcnoBMA MCNONL30BaHKMA

MoaknoueHune

VYnpaenerue

bazoewid

) a0 14.01.2027

CsAzaTteoa C Hamu

& fuew B NMoura | B Hanengape

(® 3annaHupoBaHHbit Gakan

HacTpoiiku

22 3apaun

B, Koutaktul

AQMWHUCTPUPOBaHKE

& Crauneanue

MomoLb

30

nons3oearensi

Angexkc 360

PacwupeHHbIi

B ac14.01.2027

= @ Nons3oeaTens ﬂl

90

nonk3ceatenei

& Auex | B MNoura 2, KourakTul

B Kanewpape @ 5= 3apaum

D) Vaanenwe gyGnukatoe &, Chaqweanne  [§ Murpawwa

YCTEBHOBWTL ANA BCEX:

YCTaHOBWTL ANA BCEX:

YcTaHoBWTE ANA BCEX:

YCTaHOBWTE ANA BCEX:

(® 3annanmposaruwii Gakan

® L@zoEsii

® Lazossi

® Gazossit

® bazoBbin

® bazoBbin

® PacwmpeHHbIR

® PaclumMpeHHBLIA

® PacwmpeHHbIA

® PaclmpeHHsIR

® PaclmpeHHsIR

© 2026 000 «+Anbanc. UT»




+Aﬂb9|HC MogxntoyeHune VYnpaenerue HacTpoitku AgMUHUCTPUpOBaHWE Momous

IT-KOMNAHWA

B S3 xpaumnmwe s o® Wudposanue 0K

TeHaHT opraHuvsauunum

MaeHTUdMKaTopkl, CEpTUHUKAT CEPEUCHONO NPUAGHKEHWA M TOKEHBI AA ADCTYNa K KopnopaTueHomy AP

Hazeanwe opraHv3Iauvm

+Aliance LLC. OTo6paMmaeTcs B Wanke 1 oT4eéTax
Tenant OID * YHUHANLHBIA MABHTMBWKATOD DPraHUzan9d 8 AP
swnkEs [Tj

CepEUCHLIA aHKaYHT

yandex
Cnucok opraHn3aunin 1 aKTHBHBIX LoGasuTe
+Aliance LLC. -
e Tewyumin &) OGHOBWTE TOKeH — ***

Angexkc 360

= NuueHzunA

ApXUBEHBIA

Wcnone3oeado nuueHania

Cpox gedcTEUA

Ba3oeniit

WEnonk308aHo NUUEH3WA
O

Cpok gedcTEMA

PacwmpeHHsIi

Wcnone3oeado nuueHania

* Mogxno4én

AKTHBHA

archive

0/50

14.01.2027

custom

3/10

14.01.2027

custom

9/10

Cpox geicTeMA

14.01.2027

= @ﬂonb3DBaTenh ﬂl



+AnbsiHC

IT-KOMMAHKWA

Anpexkc 360

NoaknwouyeHue

AOMUHUCTpUpPOBaHKE Momolb Anpekc 360

Ynpaenexue cepercamu AHgerc 360: nouTa, AMCKKM W KANeHZapW NoONL3I0BaTENENR, 0BLIKe QUCH.

B Nouta & Ouckm

Kanengapm

C3 O6wme anckm

Ynanenwe ﬂ,yﬁmmama M NOUCK NHMCEM B NOYMTOBbLIX ALLKMKAX OpraHu3aUWK No NpoToxkony IMAP.

(D) Vmanenwe ayGnukaTos

A CHpBITE GUALTPLI

Mo4TOBLIE ALMKK
Nouck Awmka...

BribpaTts sce (12)
MNonszosatens 1
Wma Q@amunma

Wma Damunma

MNone3oeatens 3
Wma Pamunua

MNonszosatens 4
Wma Damunua

MNonszosatens 5

Q
O
O
() Monsosatens 2
O
O
O

Wma Q@amunma

— lNonezoeatens 6

Bribpano Aukos: 0

@ WcTopwua noncka

Q MNouck nucem

TekcT 4nA nowcka

Hanpumep: cuéT, gorosop, OT4YET...

loe UcKaTe

® Breme [ ] Brenenucema
Manku

Bce nanku ® Bxopaume () Otnpaenexteie () Yeproeurm
D Cnam D YoanéHHle C] MNonezoBaTenscHMe

MNepwog (He 6onbwe 1 roga)

) Buibepure nepuog

Nowck sozepawaeT He bonee 1000 nucem Ha Kamapi AwKK. ECcnk Hangeno bonslue — pe3ynkTaTr
ByaeT yceuéH, yTOYHWUTE 3aNPOC MK CyY3ETE Neprogd.

Haittn

o @ﬂonbaoaarenh ﬂl
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+Aﬂb9|HC MogxntoyeHune VYnpaenerue HacTpoitku AgMUHUCTPUpOBaHWE Momous Angerc 360

IT-KOMNAHWA
OpraHuzauma 0K B 53 xpanunmue o® Wudposanue 0K
XpaHHnMI.ua 53 ®53.Tuzg ﬂ O6HOBWMTL CNKMCOK =+ MogxnnuuTs XpaHK, -]

Backu per NnULWeT Ko1K B S3-coBMECTUMBIE XpaHunuuia. Korga mecTo B TeKYLEM 33KaHYMBAETCA — AAHHLIE SETOMATHYECKK
HanpaBNAKTCA B CNegyolee no npuopuTeTy

mail-backuper #  Herkms AKTMBEH ()
ObHosnero: 15.06.2026

Wcnone3osano 260406

buckettest1 #-

recording-storage = #-

5.2776
ya360-backuper-psmdb-database-backup-pve  #
0re
06K pazmep aKTUEHBIX BaKeToR 260.40B




+ITA£EIE\:|VE MogxntoyeHune VYnpaenerue HacTpoitku AOMWUHUCTPUPOBAHKWE Momouwb Axpewxc 360 @ Nons3oeatens ﬂ]_

&b Opranuzauma | ok B s3xpaumnmwe e o* Undporani

HJH:IJpDBElHHE W KNH4K Bre konuu 3awmgpoBaHb

RSA-4096 / AES-256-GCM - ynpaenenre KMIDYamu M goCTynammn
@ MacTep KN4 XpaHWTCA TONBKD Y 8AMWHKWCTPaTopa. bes Hero paclwwdpoBKa A3HHLIX HEEO3IMOMHAE.

® AKTHEHBIN - KEK ﬁ MNepecoagate & Kniouw gocTyna nons3osarenei RSA-2848 - X.589

master-key - RSA-4896 user-cert + X.509
nyGnuuHbA B Bl - NPMBATHLH ¥ aOMMHACTPaTopa CN = email - Issuer = Tenant-{oid} - 385 aned

ATNTOPUTM
RSA-4096

CraTye

NOANUCS
PS5-MGF1

DOPMAT
PEM-PKCS#1

() Axrueen

NapameTpsl WHGPOBAHKUA
r[_l,‘MEH.HKJILF HO BCEM HOBLIM KOMMUAM

ANropuTM QaHHEX
Anropurm KEK

MNognidces MaHudecTa
MopMaT NpMBATHOD KMK4a
MNonL3oBarensckme cepr.
CH ceprudmmnara

lszuer

AE5-256-GCM | peromengyessii
RSA-4836-0AEF

RSA-P55 - MGF1-SHAZSE

PEM - TraditiomalOpenssL
X.58% - 365 OHeR

email none3oBaTens

Tenant-{oid}

C wnioyam aoctyna
——

Kak paboTaeT 3awuTa
Jeyxypoekesoe wndposanne KEK + DEK

of  KEK
RSA-4096 napa. My&anqxeii & B, npueaTHib y agMmuHMeTpatopa.

=l DEK

AES-256-GCM kaou Ha kawayo konuio. Wedpyetea nyBanumisim KEK

o Usercert
fai

H.509 Ha nonbzosatens (CN = email). Hysex gna restore w download.

%} Pacwndpoexa

NpueatHeii KEK — DEK — ganMbie. Bea knoua HeaoamomHo.
o] Bepudurauna

RSA-PSS - MGF1-SHAZ256. CooBwenue “verify_tenant_pair”.
g Onepaiii

Apxue, restore, download, murpauna — ece TpeByot PEM.

1/m
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IT-KOMNAHWA

U Npasa poctyna

B8 NMuueHaum

Q  Mouck nons3osaTeneii..

NonkzoeaTens T)

DR

ZH

Sl

ZH

MA

SH

SH

AS

MNone20BaTens

NonszoBatens

NonezoBaTens

MNone20BaTens

NonszoBatens

NonezoBaTens

Nonb3oBaTens

NonszoBatens

NonezoBaTens

Nonb3oBaTens

ManLanoaTanc

MNoAUTUKE KOHOUOEHUWANEHOCTK

Y Otpen:Bce v

YcnoewA MCNONL2DEaHMA

MoagknwyeHue

CeA2aThCA C HaMK

VnpaeneHue

BCE COTPYAHMEKM

ALMHHUCTRELMA

Mpogasm

BCE COTPYAHMEKM

Bre coTpyaHMkKM

Bce coTpyaHmkmM

Bre coTpyaAHMERN

Bre coTpyaHMkKM

Bce coTpyaHmkmM

Bre coTpyaAHMERN

HacTpoiku

@ 1l
YTeHue caOMK

«©

«©

8

'8 8688

AOMUHUCTPUPOBAHWE

@ 1l
YTeHue BCex

MomoLlb

Do

BoccT. caoux

«©

«©

8

p| 8 8 6 0|8

HAupexkc 360

LR

BoccT. Brex

&t
CHay. CBOMK

&t
Cwau. Bcex

@ MNone3oeatens _El]_

==Y

NonHwie npasa

8

8

8

8

8
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+AnbsiHC

IT-KOMMAHKWA

NoaknwouyeHue
Monb3oBaTenns
MNouta
+Aliance LLC.

WHdopmauwa o npodune

Ynpaenenne BAWMMA NMYHEIMKA SEHHBIMKA

OTOEPAHAEMOE UMA

A0MHHOCTE

TENEDOH

A3LIK MHTEPMEACA

Pyccruia

VeegomneHua
Ha kakwe coBLITUA NPUKOLAT YESAOMAEHWA

£ Undopmauma o 3aeepleHnu 63xkanos
£ Wndopmaumna ob yaanenuu Gakanoe

L1 MNpw oKOHYAHMM 4ERCTEMA NOAMUCKM

L3 MNpW yaaneHuu TEHIHTE U3 NPUAOHEHUA

VYnpaenexnue HacTpoitku

INEKTPOHHAR NOYTA

oTREn
AfMUHUCTPaLMA

HACOBOW NOAC

TEMA

v Ceetnan - aETO

AOMUHUCTpUpOBaHUE

oMo M Mo

Momolb Anpekc 360

CTATYC AKKAYHTA

® AKTUBHBIN BKKEYHT

self_read self_restore awner

PacwmpeHHbIi -

id: 1739508645708

AKTHEEH 40 14 AHBapA

* premium
- dgTonpoaneHue
25/10
0.34T6/0.00 T
0./100

OOCTYNHLIE ONUHMA - 3710

) Amer

HKonuposaHue,/
BOCCTaHOBNEHWE
cepeuca duck’

() Kaneungaps
Konupoeanue,/
BOCCTaHOBNEHWE
cepeuca 'Hanengapes®

() KoHTauTsl

Konuposanue,
BOCCTaHOBNEHWE
ceperca 'KoHTakTel'

() Vaaneuue
AyGnukaToe

CpaeHuTe TApHdEl —

() Mourta

Konupoeanue/
EOCCT@HOBMEHWE
cepeuca TouTa'

Cnucku 3aaau

Konupoeanwe/
BOCCTAHOBAEHWE
cepeuca ‘Cnucku 3agay’

Mo pacnucaxuio

KonupoBanwe no
PacnUCaHug, cornacHo
rpynnoBeIM NOAMTHEEM

CxauMeaHue

CrauneaHue obbexkTos

o @ MNonbzceartens ﬂl



- @ﬂonbaoaarenh ﬂl

-I-AﬂbﬂHC Moaknoyerne VYnpaenexnue HacTpoiku ALMHUHUCTpUpOBaHWE Momowb Angerc 360

IT-KOMMAHKWA

MonuTUKKM KoOMNaHUKM Nocnegnsn ouncTka: 24.05.202613:50:36  CHpocnte

O6wme NpaeMna NOEEAEHMA CUCTEMEI DEIEPEHOMD KOMNWPOBaHWA ANA TeHaHTa +Aliance LLC.

Nuuexzun

T e 01

I @ NuueH3nn

02 [laHHbIE NONLI0EATENEH YnpaeneHuwe NULEHZUMAMKW NPU U2MEHEHWK COCTaEA nons30EaTenei
Yoanexue, BOCCTAHOBNEHWE, O...

03 Hoeble NDAL30EaTENM

OT3bIBaTE AMUEHIUK NPU YAINEHWM NONL30BATENE ()
Cepemcel v TApUG NO YMOMAYEH.. .

ABTOMaTHUYECKK OCEOBOMAATE MULBHIMIO, KOrga NnoNbL30BEaTENk YASNAETCA U3 OPraHM3ayHH

04 [MyBUHA XpaHEHUA @ OceoBomgaeT NMUEHIMI0 U YMEHBLLEET PACXOA N TapUdy

Cpok xpaHeHua No CepENCaM

OT3bIBaTE NAMUEHIMKM NPK BNOKMPOBKE NONL30EATENEH ()
05 OuncTHa xpaHunua

ABTOMBTHHECKKH 0CBOBOMMOATE MMUEHIMID, KOrAa NONB30BaTENL BNOKMPYETCA B OPraHu3aLmy
MepHogM4HOCTE NPOBEPOK

oz
(=3}

n [aHHble nonb3oBaTenen
HaCTpDI;I KK DG[]E,IGDTHA A2@HHLIX NpK yO3NEHWWA M BOCCTaHOBNEHKMIK

nE]’JEEID,ﬂ,Ir‘ITb KOMKWK B apxME Npy YoaneHKWKy NONL30EATENA ()

PerynapHeIe KONUW A3HHLIX NONLIOBATENA NPU YAANSHUK NepeiayT B 3pKMBHEIR Tapud

MepezanuceieaTs hainsl NoNL30EATENEH NPW EOCCTAHOBAEHWMK ()

CywecTeyiowme ¢aine Ha AMCKAaX NoNk30EaTenel OyayT NepelanycaHil NpY BOCCTAHOENEHHHA MW MUTPaUKMK

MNepezanucbiBaTh Gainbl 0BLWKMX AMCKOB NPW BOCCTAHOBAEHWUM

CywecTayiowme Gainks Ha obwmx guckax GygyT nepe3anucans NPy BOCCTAHORASHMM UM MUMPALMU

BakanuTk dainw obwero goctyna

Dainkl, KOTOPLIMK NOGEAMAWCE APYTHE NONL30EaTENH (BNageney — He Bbl), BygyT BHADYEHL! B KONWID

ep Konwii Ha 12-18%




OcCHOBHble PYHKLNN

h ABTO623Kan B S3 = Pe3epBHOe KonMpoBaHue
‘l ABTOoMaTMyecknin 63kan AHaekc 360 B S3-xpaHnuLLLe o= MouTa, 0bLume ALMKN, KaneHaapw, KOHTaKTbl, 3aa,.a4u, LUCKU, TPEKEP

BocctaHoBneHue ooooo| TlovcK Ha paty
¢ D OTaenbHble NUcbMa, Gansbl U Lienble apXmBbl gggu BoccTtaHoBneHWe gaHHbIX Ha KOHKPETHYHo A ary
ApXUB yBONE€HHbIX @mg Murpauua gaHHbIX
@ ApXI/IBHoe XpaHeHne AaHHbIX YBOMEHHbIX COTPYAHNKOB L Me>K,qy nosib3oBaTesiaMn 1 opraHn3aunamMm
= Murpauua nouTbl | \l/ | MmnopTt PST/ EML
g I'IepeHoc MoYyThbl B 06LLI,I/Ie ALLNKN f j I'IepeHoc MOYTOBbLIX aPXNBOB N3 BHELLIHNX CUCTEM
KoHconb agpMuHUcTpaTopa L PoneBaamopensb
MynbTrMopraHn3aumoHHasa KOHCOMb ynpaBneHns & é é Oneparop BoccTaHOBNEHWs 6e3 nNpaBa ckayuMBaHuA
5848243
& -
LWndpoeaHue nknroumn NcTopuna onepauunmn
9 LLIndpoBaHme gaHHbIX M ynpaBneHne KntovamMm goctyna “ Craructunka, oLumbKM 1 nepesanyck 3anaHnin

XpaHeHue y 3aKa3umKa Tekywumn penuns 1.7.1
B vHdpacTpykType 3akaszumka nnm BoibpaHHOro nposaraepa MpoaykT NocTosSHHO 06HOBNAETCS, GYHKLIM OHAMIbHbIE BO3MOXXHOCTM pacLUMpPAOTCA




be3onacHOCTbL: LLMPPOBaAHUE

LLUndppoBaHne — 6a30BbIN LLUT: 6€3 HEero gaHHble OTKPbITbl 419 1H060ro, KTo NOYYUT A0CTYN K XPaHUANLLY UK KaHany
nepenayn. Ml pabotaeM ToNbKO € 3alLIMPPOBaAHHBIMU AAaHHbIMU.

o 2 O
...n @r\

? (¢
HTTPS TLS 1.3 RSA-4096 / AES-256
3aLUMLLEHHbBIN NPOTOKON Nepenayn AkTyanbHaA BepcuAa LUnppoBaHmA LLindpoBaHmne pesepBHbIX KONWUK Npun

OaHHbIX MO CETU TPAHCMNOPTHOIo KaHana XpaHeHUNN




be3onacHOCTb: ynpaBneHne Knro4vyamm

Kntouun wmndpoBaHnAa Haxo4ATCA No BalMM KOHTPOJIEM.

2

FeHepauusa

lMNepBUYHBIN KNHOY
L poBaHMA reHepupyeT
agMUHUCTPaTOpP KOHCONMN

R

Mapa knouen

Knroy coCcTOUT U3 OTKPbLITOrO 1
3aKpbITOro

N
Y

XpaHeHue

OTKpbITbIN — B Bakan AHgeKc
360, 3aKpbITbIi — TONbKO Y
agMUHMCTpaTopa KOHCONU

O
&

XXN3HEeHHbIV LnKn

AOMUHMCTPATOP BbINYCKAaET,
POTUPYET U OT3bIBAET K/THOUMN
ornepaTopoB Pe3epBHOIO
KOMMpOBaHUA




be3onacHOCTb: A0CTYMN K AaHHbIM

[ocTyn K AaHHbIM TpebyeT 3aKPbITOro KNkYa n COOTBETCTBYHOLLMX NpaB Ha A0CTyn.

&

RBAC

JocTyn Ha ocHOBaHUM
poneson Mogenu B bakan
Anpekc 360

OAuth 2.0

ABTOpM3aLMA
rnonb3oBaTesien Yepes
Anpekc 360

o

3aKpbITbI KNHOY

[ocTyn K pe3epBHbIM
KOMMAM — TOMbKO MO
3aKkpbiToMy Kntody n RBAC

VO

Onepauuu c
Konuamm

CkaunBaHue,
BOCCTaHOB/IEHME U
Murpauma Tpebytot npas
RBAC 1 3akpbITOro knto4a

MeTapgaHHbIe

XpaHVM TOMbKO
MeTaflaHHble,
HeobxoamMble onA
obcnyxxnaHusa
pe3epBHbIX KON




[ ne xpaHAaTca 6akarnbl?

Bbl caMu onpepnensete - XpaHUTb pe3epBHble KOnun B ob6nake nnm Ha 3emMnie. Mbl pabotaem co BceMu S3-COBMECTUMbBIMU

cncteMmaMm XxpaHeHUuA.

JlokanbHoe S3

S3-xpaHunuiue B BaLLeN

MHpacTpyKType
—
Axnpekc 360 bakan AHpekc 360
Mourta, Aunck, KoHTakThl, C6op 1ynakoBKa pe3epBHbIX KON O6nayHoe S3
Kanengapb =]
= S3 obnayHoron "
= poBsangepa

NMoueMy S3 U uTo 3TO TaKoe

S3 — cTaHoapT 06BbEKTHOMO XpPaHEeHMA: AaHHbIE XPaHATCA Kak 06bekTbl B 6akeTax n gocTynHbl no egnHomy HTTP(S) APl. OguH npoTtokon — u gnsa
NoKanbHOro, 1 AnAa o61a4yHoOro xpaHunuuia.

CoBMecTMMOCTDb MacwTabupyemMmocTtb Hapé>xHocTb

Ebi] EnviHein S3 APl ona nokanbHOro u Dﬂ O61BbEM pacTET 6e3 nepeHoca

Pennnkaums n KOHTPO/b LLENOCTHOCTU
obnayHoro xpaHunuuia

MHPaCTPyKTYpbl 06BbeKTOB




[loakntoueHne K cepBucy

LLlecTb Wwiaros, 4To6bl NOAKAOUNTLCA K CEPBUCY.

Perucrpauusa

Bonpgure Ha

https://backuper.clou

d365.team/login KakK
agMuUHUCTpaTop

Anpekc 360

2
g

OpraHusauus

Ha
https://backuper.clou
d365.team/tenant
Mo AKNYUTE LOMEH U
BblbepuTe
opraHudauuro; ecnu
Bbl He Blageney —
OTMpaBbTe EMY CCbITKY

OaHHble

Coobuwure HaMm uucno
nonb3oBarenemn, Tmn
noanuckun, ORG_ID n

ORG_NAME

S3-xpaHunuwe

HacTtponTte
noaxkntoyeHme K S3-
COBMECTUMOMY
XpaHUAnLLY

00000
0000
0ooo

PacnucaHue

Co3pnante
pacnucaHue u
3adaHne Ha
pe3epBHOe
KonupoBaHue

Monutukm

3apanTe NoNUTUKN
XpaHeHUa pe3epBHbIX
Konmmn



https://backuper.cloud365.team/login
https://backuper.cloud365.team/login
https://backuper.cloud365.team/login
https://backuper.cloud365.team/login
https://backuper.cloud365.team/tenant
https://backuper.cloud365.team/tenant
https://backuper.cloud365.team/tenant
https://backuper.cloud365.team/tenant

CKONbKO CTOUT?

[lBa Tapunda nopg pasHble cueHapum NCNOMb30BaHUA.

alkQ

«[na nonb3oBarensa» «ApXMBHOE XpaHeHune»

no 2 500P

B MeCAL, 3a No/ib30BaTenA Broa 3a apxmB
Onsa oneparmBHOrNro pe3epBHOIo KonnposaHmMAa AaHHbIX [0na onntenbHoro XpaHeHnA 6es NMPUBA3KHA KyHéTHOVl 3anncum
nonb3oBarenAa

‘J- Mpwu onnaTte 3aroa - LieHa Hke!




+ANbAHC: CO3a€EM TO, YTO BHEAPAEM

IT-komnaHna Ha pbiHKe ¢ 2008 roga. Co3gaém 1 nogaep>kmBaemM cobCTBEHHbIE MPOAYKTbI.

qupre 30HbI AKCNEepPTU3bl

MHTerpaumna ob6nauHbIx

Mmrpau,vm AaHHbIX Pe3epBHoe KonupoeaHue ABTOMaTVI3aLI,VIﬂ npoueccoe
cepBucos
MepeHocuM nouty, dannbl n 3awmiiaeM KpUTUYHbIE faHHble: OT CobupaeM koprnopaTMBHbIE CEPBUCHI Cob6cTBEHHAA cucTemMa
MHPpacTpykTypy 6€e3 notepb n cnyyanHoro yganeHusa Ao otkasa B €M HbIN yrpaBnaeMbli KOHTYP aBTOMaTU3NpPyeT PYTUHHbIE OMepaLmn
npocToeB cepsuca B AHAekc 360

+AnbaHc bakan — Haw cobCTBEHHbIN NPOAYKT: LeHTPaiM30BaHHO COXpPaHAET NouyTy, ANCK 1 APYr1ne AaHHble COTPYAHUKOB B S3-XpaHunuile ansa
opraHmn3auum noboro macLutaba.

18+ CBoA 10 000+

NeT Ha pblHKe KoMaHaa pa3paboTku 1 cobCTBEHHble MPOAYKTbI aKTUBHbIX YY4ETHbIX 3anmcen B bakan AHagekc 360




C yero HauaTb?

Bbibepute, c uero ynobHee HauaTb paboTy ¢ «+AnbaHc bakan».

AN

TecTupoBaHue

3anpocute 6ecnnaTtHbIi NPO6HbIN A0CTYMN U NPOBEPbTE
NPOAYKT Ha CBOMX AAHHbIX.

OdopmneHmne

Monb6epwte Tapud noa 3agaum Ballen KOMaHAbl 1
NoAKNHYNTE CEPBUC A1 BCEN OpraHmn3auuu.




+ANbsaHC

IT-KOMNAHUA

CBaykmtecb ¢ HaMU

[ToMo>keM 3anycTuTb «+AnbaHc bakan» — BblbepuTe yaobHbIN KaHan CBA3MN.

Caur E-mail

@ https://plus-aliance.ru zakaz@plus-aliance.ru

TenedoH MecceHp>kepbl

Telegram https://t.me/aliance_b24_bot
MAX https://max.ru/id7203213078_bot

+7 (800) 505 7103
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